INTRODUCTION
''Records management law" will be a necessary area of specialization because: (1) electronic records are now produced by most commercial, communication, transmission of data, and social, formal, and semi-formal interactions; (2) therefore they are the foundation of many kinds of legislation; (3) records are the most frequently used kind of evidence in legal proceedings; and, (4) electronic records are as important to daily living as are motor vehicles, and will become more important. But the legal infrastructure of statutes, guidelines, and case law that controls the use of electronic records as evidence is very inadequate because it ignores these facts: (1) electronic records technology and pre-electronic paper records technology are very different technologies-each requires its own legal infrastructure; (2) there are many serious defects frequently found in electronic records management systems (ERMSs), and in their software; (3) there is an electronic records ''system integrity" concept that has to be in the evidence laws; (4) the national and international standards for electronic records management need to provide definitions and the principles of ERMS practice necessary for the effective operation of that concept; and (5) the solution to the high cost of the ''review" stage of electronic discovery proceedings requires a different strategy and procedure than what are used now. Because of these shortcomings and society's heavy dependence upon electronic records, ''records management law" is a needed specialty, and the ''records management lawyer" a needed specialist. The several innovations, concepts, and arguments developed in this article have been made possible by what I have learned from working with experts in electronic records management for many years. Such innovations are needed to make all litigation available at a reasonable cost.
I. THE SERIOUS DEFECTS CAUSED BY THE INADEQUATE LEGAL INFRASTRUCTURE CONTROLLING THE USE OF ELECTRONIC RECORDS AS EVIDENCE 1
Working with experts in electronic records management systems technology (ERMS technology) since 1978 has taught me the substantial consequences of the fact that an electronic record, unlike a pre-electronic paper record, is dependent upon its ERMS for everything, including its existence, its accessibility, and its integrity. Therefore, the laws and practices controlling electronic discovery and admissibility of evidence proceedings are very inadequate because they take no account of these serious defects very frequently found in ERMSs:
-the extent of the records holdings is unknown; -records are neither properly classified nor indexed, such that retrieval of relevant records is very difficult if not impossible; -no definitive classification system exists among institutional, transitory, and personal records; -there is either no records manual, or one that isn't kept current or complied with; -there are no bylaws (or orders of comparable authority from senior management) dealing with the records system, which is essential for establishing an organization's ''usual and ordinary course of business" in regard to its records system; 2 -email is not classified, indexed, or pruned, or possibly not retained; there is no ''email protocol" operative throughout the organization; -records repositories are not well defined nor centrally accessible; -there is no central policy for records management, thus allowing the many divisions of the organization each to operate its own independent records system according to its own rules and practices; -original paper records are not disposed of after being put into digital storage in a secure records management environment (with the exception 1 Many times have I reviewed the reports of experts in electronic records technology as to the state of their clients' records managements systems. They are the basis of my legal opinions as to the ability of those systems to comply with the laws and the National Standards of Canada for electronic records management; infra note 7.
of industry, professional, or special legal requirements as to retaining designated originals); -image quality is not verified when original paper records are converted to electronic images, and there is no imaging manual dealing with the technical requirements for scanning paper records into electronic storage; -metadata (data about data-data as to the management of records through time) is not used, therefore the biographical and bibliographical information about records is not used and properly maintained, therefore there are extensive duplicates and an inability to track official or original versions; -there are no audit trails or controls detailing deletions, i.e., when, who, or by what retention/destruction/disposal authority; -there is no clear definition or practice as to what is the ''deletion" of a record such that records may or may not continue to exist in backup storage thus diminishing knowledge of the extent of records holdings and their control; -changes in technology have resulted in unaccounted for and undocumented changes in records practice; -there is no consistent practice as to other forms of communication that create records, e.g., video and audio recordings, instant messaging, and cellphone (mobile) communications; -there is no ''retention and disposal" program for records lifecycles; -years after a merger or acquisition, the records system is still operating according to the conflicting rules of its component parts; -no chief records officer with clearly defined and adequate authority exists; 3 -there is ''orphaned data," i.e., records that can no longer be retrieved or read because the new technology that now operates the records system is incompatible with the old technology that created those records (a ''migration program" should accompany the installation of new technology); -there is poor security 4 protection;
The National Standard of Canada, Electronic Records as Documentary Evidence CAN/ CGSB-72.34-2005 (''72.34"), infra note 7 and accompanying text, uses the term, ''Corporate records officer (CRO)," (definition at p. 6, term number 3.17). 4 The ninth in the list of points in proof of ''system integrity," (infra note 20) specified in the National Standard of Canada, Electronic Records as Documentary Evidence CAN/ CGSB-72.34-2005 (infra note 7) section 5.5, states:
I) security -security procedures are in place to protect the integrity of the records management system; at least the following should be able to be proved: 1.protection against unauthorized access to data and permanent records; 2. processing verification of data and information in records; 3. safeguarding of communications lines;
-there is inadequate compliance with the records management requirements of the privacy laws; 6 -there exists inadequate testing, auditing, and quality control; and -there is substantial non-compliance with the National Standards of Canada concerning records management, and a lack of appreciation of the consequences of non-compliance. 4. maintenance of backup copies of records to replace falsified, lost and destroyed permanent or temporary records; 5. retention and disposition of electronic records in compliance with legislated and internal retention periods and disposition [disposal] requirements, and documenting such compliance and disposition schedules; and, 6. a business continuity plan for electronic records and associated data, including off-site copies of essential files, operating and application software [i.e., a ''disaster recovery" plan for fire, flood, mishandling, sabotage and similar system vulnerabilities]. .34 incorporates all that 72.11 deals with but 72.11 has remained the ERMS industry standard for ''imaging" procedures, i.e., the large industry for converting original paper records to digital storage. The electronic records provisions were enacted to enable all digitally stored records to be accepted as original records. These standards were developed by the CGSB These defects are frequently found in the ERMSs of all organizations. The reasons why they are very common are: (1) there is no law of general application requiring ERMSs be maintained in compliance with any standard, such as the National Standards of Canada for electronic records management; and (2) many organizations find that they can ''get along just fine" using only their most recently made and received records. In litigation it is the older records, however, that are equally important in interpreting the meaning of a contract or other event that occurred at the time when those older records were made. Many of the records often used as evidence were created or received when a very different kind and quality of records management was operative. Therefore, there can be no assurance that all relevant records have been disclosed, or that those disclosed are still in the form in which they were created. It is necessary to ask, ''are they in their original form, or corrupted or contrived copies?"
Electronic discovery and admissibility proceedings should be able to be used to reveal such serious defects, but their existence is ignored. Various pieces of an ERMS are demanded, such as records, metadata, email, and designated storage devices, but there is no demand for proof of records management reliability and ''integrity" (being the word used in the electronic records provisions that are in 11 of the 14 Evidence Acts in Canada).
8 Electronic discovery is conducted without a records management audit or comparable certification of records management quality. Proof of the existence of the defects listed above could result in: (1) establishing the probability that relevant records are not available; (2) inadequate disclosure and discovery of records; and, (3) the inadmissibility of records as evidence, or the absence of the necessary ''weight" that gives records the appearance of having sufficient reliability.
The law as applied does not require proof of records management quality. It is a law written on the unchallenged assumption that electronic records, and their ERMS technology, are just a faster and more convenient version of preelectronic paper records management technology-like adding a motor to a bicycle, instead of replacing the bicycle with a motor vehicle-and soon, electronic technology's need for a legal infrastructure will be as complex as that governing airplanes. In fact, they are very different technologies, requiring very different laws that regulate and enforce their use. As a result, electronic discovery and admissibility proceedings enable the use of records as evidence that have an (Canadian General Standards Board), a standards-writing agency within Public Works and Government Services Canada. CGSB is accredited by the Standards Council of Canada as a standards-development agency. Certification as a National Standard of Canada by the Council requires compliance with designated procedures-see its ''operations" of the Standards Council of Canada (webpage) online: <http:// www.scc.ca/en/about-scc/operations>. 72.34 incorporates as ''normative references," many of the standards of the International Organization for Standardization (''ISO," an acronym for all languages), in Geneva, Switzerland. A CGSB committee is now updating these standards. I have acted as a legal advisor in the creation of both standards and updating them.
unacceptably high probability of being unreliable and otherwise inadequate. That information, however, would not be known at the time when courts make decisions based upon such records.
The distance between discovery's and admissibility's simplicity and reality's complexity is aggravated by the fact that organizations are moving away from centralized ERMSs. Records systems are becoming a network of applications existing in-house, in mobile devices, and in centralized, shared utility services such as ''the cloud." Records do not sit in a single records management system. They constantly move among systems; transmission creating a ''weak link" as to proving integrity. Therefore, rather than focusing on in-house ERMSs, laws and records management standards will have to focus on records management, and on the amount of control embedded in records management policies, procedures, and processes. Going from paper to electronic records will require as much change in our legal infrastructure as going from horses to motor vehicles.
II. SOFTWARE ERRORS AND VULNERABILITIES ARE VERY PREVALENT AND COSTLY
In addition to the prevalence of such serious, ignored errors are the numerous errors in the software that all ERMSs depend upon. Many ERMSs operate on several million lines of software code, and it has an error rate as do most things created by people. For example, the Windows 3.1 operating system has close to 3 million lines of software code. The Google Chrome web browser has approximately 5 million lines. The Firefox browser is near 10 million, and Windows 7 has under 40 million lines of code, which is a little less than Windows XP, and more than 10 million less than Windows Vista. An Android phone has more than 12 million lines of code. As a result, ''Updates" also contain software error corrections. In 2002, a study commissioned by the U.S. Department of Commerce's National Institute of Standards and Technology (NIST) concluded that, ''software errors cost the U.S. economy $59.5 billion annually."
9 Their report states, in part:
''The impact of software errors is enormous because virtually every business in the United States now depends on software for the development, production, distribution, and after-sales support of products and services," said NIST Director Arden Bement. ''Innovations in fields ranging from robotic manufacturing to nanotechnology and human genetics research have been enabled by low-cost computational and control capabilities supplied by computers and software." In 2000, total sales of software reached approximately $180 billion, supported by a large workforce encompassing 697,000 software engineers and 585,000 computer programmers. Software is error-ridden in part because of its growing complexity. The size of software products is no longer measured in thousands of lines of code, but in millions. Software developers already spend approximately 80 percent of development costs on identifying and correcting defects, and yet few products of any type other than software are shipped with such high levels of errors. Other factors contributing to quality problems include marketing strategies, limited liability by software vendors, and decreasing returns on testing and debugging, according to the study. At the core of these issues is difficulty in defining and measuring software quality. The increasing complexity of software, along with a decreasing average product life expectancy, has increased the economic costs of errors. The catastrophic impacts of some failures are well-known. For example, a software failure interrupted the New York Mercantile Exchange and telephone service to several East Coast cities in February 1998. But high-profile incidents are only the tip of a pervasive pattern that software developers and users agree is causing substantial economic losses. 10 Therefore, the untested ''assumption of reliability and regularity" that the legal community applies to the use of devices dependent upon software is unjustified and dangerous.
11 All devices, electronic or otherwise, must be assumed to be prone to error such that the evidence they provide should not be accepted as reliable unless there is expert opinion evidence or some other form of authoritative certification of their reliability.
An example of unexpected unreliability in a much used and ''faithful" electronic device is provided in this recent news story: ''Xerox scanners/ photocopiers randomly alter numbers in scanned documents."
12 Also of concern is the current frequency of ''hacking" into everything electronic, for example, this article: ''Why Apple's Recent Security Flaw is Scary."
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The software in breathalyzer-type machines, which one would assume would have to be more reliable than that in most other electronic devices, nonetheless has a significant error rate. The following quotation uses the term ''source online: Gizmodo <http://gizmodo.com/why-apples-huge-security-flaw-is-so-scary-1529041062>.
code" 14 in reference to the software in a particular make and model of breathalyzer machine: 15 . . . . On average, 25 software defects exist for every 1,000 lines of code. If the number of lines of code in the source code can be ascertained, the industry averages can be applied to estimate the number of defects. The estimated number of defects is calculated by multiplying the number of lines of code by 25, and dividing that product by 1,000. The number of lines in the source code has been disclosed in testimony for the Draeger 7110 device, which has 53,774 lines of code that print out on 896 pages. Applying the formula that utilizes the industry average, it is reasonable to expect 1,344 defects in the software for the Draeger 7110, if it conforms to the industry norms and is ''average".
The ability to detect the implanting of malicious software is very poor. The following quotation is from an article dealing with the ''Trojan horse defence", i.e., defences against accusations of illegal materials found in a computer that claim that a malicious program, hidden within a properly obtained program, was the cause of the implanting: 16 Daniel Bilar explains how antivirus programs work, and points out that a lot of malicious codes are not recognized by antivirus software that is not updated regularly. Between 26 and 31 per cent of malicious software is not detected on antivirus programs that are not up-dated for a week (this percentage is only valid for better antivirus programspoor quality antivirus programs can miss up to 80 per cent of malicious codes). It is clear that it is reasonably probable, and not only a hypothetical exception, that a computer can be infected with a Trojan horse. It is important to be aware that although people might have a basic understanding of technology (for instance, the majority will not necessarily open strange files received by e-mail), very few are aware of the fact that they can download various forms of malicious code (such as Trojan horses) simply by launching an URL site, opening a PDF document or browsing internet pages. Up-dated antivirus software, firewalls, and caution on the internet help reduce the risk, but cannot completely eliminate it. . . . Testing of malware developed for the purposes of stealing personal information and account credentials has revealed that, on average, 60% are not detectable by anti-virus software at the time they are discovered in the wild. Therefore, client computers with the most ''up to date" anti-virus software signatures are likely to be vulnerable to such attacks about 60% of the time. [footnotes omitted] Therefore, on an application for production of the specifications and testing of an electronic device or of an ERMS, should one have to specify exactly what the defects are and what their effects will be? The answer should be ''no." Statements such as those above can be authoritatively supported with evidence as to the potentially serious negative effects of such software defects. However, if the software has been authoritatively certified as being reliable and producing accurate results, 17 then such statements alone should not be sufficient to justify a production order for further evidence or witnesses for cross-examination. One would have to attack the certification process, or the particular device used in one's case, or its operation.
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This exemplifies the importance of authoritative standards such as Canada's national standards for electronic records management. 19 Dangerous is the legislating of a ''cutting costs by cutting competence" presumption of regularity, so as to make legal proceedings cost less and take less time by forcing the acceptance of the evidence produced by such electronic devices and systems. Such a presumption casts a burden of proof on the opposing party to provide ''evidence to the contrary" that the evidence produced by the device is unreliable. To the contrary, the law should require proof of compliance with such standards as a condition-precedent to having such evidence accepted as reliable. The rebuttable presumption to be legislated would state that without proof by certification or other sufficient evidence of such compliance with authoritative standards of performance, the evidence produced by the electronic device or system in question is presumed to be unreliable. Such presumption puts the onus of proof where it should be-on the party that uses the device or system to produce the evidence in question. 
III. THE THREE ANALOGIES THAT EXEMPLIFY THE NECESSARY CONCEPTUAL FOUNDATION FOR AN ADEQUATE LAW
The following three analogies should be the foundational concepts for all that is written and done in regard to the discovery and admissibility of electronic records:
(a) The Drop of Water Analogy An electronic record is merely an electronic impression upon an electronic storage device, which is but a part of an electronic records management system (an ERMS). An electronic record in its ERMS is like a drop of water in a pool of water. Like a drop of water, an electronic record is dependent upon its ERMS (its ''pool") for its: (a) existence; (b) accessibility; and (c) its integrity-records integrity depends upon records system integrity. That is the ''system integrity" concept. 20 But a pre-electronic paper record is not dependent upon its records system for any of those three factors. Its medium of storage is paper or microfilm, and not a complex electronic storage device, such as a hard drive, which is most often just one small part of a large, complex ERMS. Paper and microfilm are very simple storage media, rarely requiring proof of their ability to serve as storage media. But electronic devices and ERMSs are complex storage media of infinite variety, purpose, and quality of maintenance, dependent upon the reliability of millions of lines of software code. An electronic record can be a record without having to be constantly in readable, reviewable form, and without having to be on a physical, tangible medium of storage such as paper or microfilm. In contrast, the contents of a pre-electronic record cannot be a record without being on a physical, tangible medium of storage such as paper or microfilm.
These differences mean that electronic records technology and pre-electronic paper records technology are very different technologies, needing very different bodies of law regulating their use. Therefore, the laws and practices as to discovery and admissibility of evidence must be different for electronic records than they are for pre-electronic paper records. So far, the Canadian statutory law of admissibility is different in 11 of Canada's 14 jurisdictions (10 provinces, 3 territories, and the federal jurisdiction), but it has not changed the evidence adduced and procedures used in admissibility proceedings, and the law and practice controlling electronic discovery show no recognition of the differences between electronic records technology and paper records technology. That is 20 Within the electronic records provisions of the Evidence Acts that contain such provisions (supra notes 2 and 6, and the ''system integrity concept," below). Because all laws concerning the use of electronic records as evidence are based upon ERMS technology, the ''system integrity concept" is relevant to all such proceedings, regardless whether the applicable Evidence Act contains such provisions. Laws based upon the use of any technology that ignore the weaknesses and dangers of that technology create an unacceptability high probability of inaccurate and unjust results.
because the understanding of what a record is has not changed. An electronic record is viewed as being of the same nature as a pre-electronic paper record, but merely much easier and convenient to create, store, and transmit. That is why ERMSs are not considered in the case law, and that is why the legal infrastructure concerning electronic discovery and admissibility is inadequate, and therefore at substantial risk of producing decisions that are inaccurate and unfair.
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(b) The Expert Witness's Qualifications Analogy
Using an electronic record for any ''legal" purpose without inquiring into the quality of electronic records management of the ERMS in which the record is stored is like using an expert witness without inquiring into the qualifications of that expert. Without such qualifications, the worth of the expert's evidence cannot be assessed. Such use of expert evidence would be negligence. Similarly, the worth of the evidence provided by an electronic record cannot be assessed without evidence as to the state of records management of the ERMS in which the electronic record is stored. Its ''qualifications" are those of its ERMS. Therefore, law and practice should move quickly to the day when use of an electronic record for any purpose having legal consequences, without regard to the quality of the records management of the ERMS in which it is stored, should also be considered an act of negligence. If an ERMS is small, such concern might not need a records management expert, but should not escape the need for proof of quality.
(c) The Horses to Motor Vehicles Analogy
Stepping up to a new technology requires that it be controlled by new laws and regulations, otherwise it will cause injury, damage, and unfairness. For example, going from a horse-powered transportation system to a motor-vehicle- based transportation system has required a vast amount of new laws, regulations, and enforcement personnel, including police officers, judges, and lawyers. Without all of that additional ''legal infrastructure," motor vehicle transportation would be too dangerous to use. Similarly, going from preelectronic paper records and paper-based records management systems to our present electronic records and ERMSs is stepping up to a new technology that is in the process of causing changes that will be just as great and far-reaching as motor vehicles, and eventually more so; however, the present legal infrastructure for this new technology is inadequate. Therefore, decisions in regard to electronic discovery, admissibility, electronic commerce, and communications will often be wrong and unfair. Unfortunately, the probability of those negative consequences happening, being consequences to be prevented by ''doing justice," will not be known nor adequately assessed at the time of decision-making.
IV. THE NECESSARY PRINCIPLES FOR THE USE OF ELECTRONIC RECORDS AS EVIDENCE
Those three concepts give rise to the following principles. They must be made to interact compatibly, or there will not be an adequate records management and legal infrastructure regulating the use of electronic records in legal proceedings. To implement and maintain this infrastructure, ''records management law" is a needed specialty.
Documentary Discovery (before trial), ''Every document relevant to any matter in issue in an action that is or has been in the possession, control or power of a party to the action shall be disclosed. . . ," being Rule 30.02(1) of the province of Ontario Rules of Civil Procedure.
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''Proportionality": ''In any proceeding, the parties should ensure that steps taken in the discovery process are proportionate, taking into account (i) the nature and scope of the litigation, including the importance and complexity of the issues, interest and amounts at stake; (ii) the relevance of the available electronically stored information; (iii) its importance to the court's adjudication in a given case; and (iv) the costs, burden and delay that may be imposed on the parties to deal with electronically stored information." Principle 2 of The Sedona Canada Principles-Addressing Electronic Discovery. 24 This principle is essential to the enforcement of the principles defining the 22 RRO 1990, Reg 194 . 23 The four Sedona Canada texts concerning electronic discovery are listed in note 32, infra.
See also section V below, ''Guidelines for electronic discovery proceedings." It deals with the inadequacy of the Sedona Canada Principles-Addressing Electronic Discovery text. 24 Supra note 7. function of the needed ''records management law" practice group of lawyers. The next three statements provide the conceptual foundation of ''records management law." The ''system integrity concept": records integrity requires proof of records system integrity-s. 31.2(1)(a) of the Canada Evidence Act, and comparable provisions in the electronic records provisions of the other Evidence Acts in Canada. The ''triangle of interdependent concepts" for the use of electronic records as evidence: (1) the ''system integrity concept" (of the electronic records provisions of the Evidence Acts); 25 (2) the ''prime directive" (of 72.34, the National Standard of Canada for ERMSs); 26 and, (3) the ''proportionality principle" (of all guidelines concerning the procedures for electronic discovery proceedings). 27 Compliance with the ''prime directive" would: (1) greatly facilitate applying the ''system integrity concept" in electronic discovery and admissibility of evidence proceedings; and (2) the ''proportionality principle" would not allow undisclosed bad records management to be used as the basis for an argument of ''disproportionality" so as to escape demands for further disclosure of relevant records. ''Proportionality" would thus in turn provide further support to the other two concepts. The interdependent nature of the concepts of this ''triangle" is thus made complete. The efficacy of electronic discovery and admissibility proceedings is dependent upon the effectiveness of these relationships, which in turn are dependent upon compliance with authoritative standards of electronic records management. The ''triangle of interdependent proceedings": (1) electronic discovery proceedings; (2) admissibility proceedings concerning electronic records as evidence; and (3) proof of compliance with authoritative standards for ERMS technology (such as Canada's National Standards), by the ERMSs that produce the records used as evidence. One of the purposes of all discovery proceedings is to reveal what records there are available as potentially admissible evidence. But now, ERMS technology makes necessary an additional purpose-to provide the records management information of the ''discovered" records that is relevant to the requirements of admissibility. One cannot know if an electronic record is admissible unless one knows whether the record can satisfy the concepts within the ''triangle of interdependent concepts." Discovery proceedings that do not provide such information about disclosed records create an unacceptably high probability of inadequate records being used as evidence. Criminal as well as civil proceedings: The issues and problems dealt with below are now seriously plaguing civil proceedings. Therefore, the solutions provided are aimed at those civil litigation problems; however, almost all that is stated herein is applicable to criminal proceedings. The broad duty of disclosure imposed upon the Crown prosecutor by the Supreme Court of Canada in R. v. Stinchcombe,
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and its case law and other analytical progeny, does not alter the fact that the ''system integrity concept" that is the foundation of the electronic records provisions of sections 31.1 to 31.8 of the Canada Evidence Act (ss. 31.1-31.8), and of ERMS technology, is applicable and operative in all legal proceedings involving the use of electronic records. To fulfill its purpose, a law based upon a technology cannot ignore the dangers and requirements of that technology. Therefore the ''Stinchcombe duty of disclosure" should include information as to the state of records management of the ERMSs from which the records disclosed were obtained, and at the time they were made or received, and also at the time they were disclosed so comparisons can be made.
For example, what was the state of compliance of those ERMS's with the national standards for records management at those times? That asks, in effect, how probable is it that the defects in the list set out at the beginning of this article were operative at those times? 29 Such information may not be possible to obtain because: (1) records systems are constantly changing as indicated in that list of defects; and (2) records are often obtained by the police long before charges are laid, and disclosure is most often made even further beyond the time of obtaining the records. The state of records management at the time of disclosure is often not the same as at those earlier times. The ability to obtain all relevant records, with the ''integrity" required by the electronic records provisions of the Evidence Acts, depends upon the time when the records were made or received, and at the time when the searching for them was done. Police practice does not include providing information as to the state of records management. Therefore, in cases dependent upon records as evidence, the accused person's right to ''a fair trial" (Canadian Charter of Rights and Freedoms s. 11(d)) and ''full answer and defence" (s. 7 ''fundamental justice"), might be in jeopardy. 30 If records systems were kept constantly in compliance with Canada's national standards, or at the least with international standards for electronic records management (if accepted as substitutes), none of these issues would arise.
Keeping ERMSs in compliance with established standards so that laws may assume the reliability of the records they produce is just as important as keeping automobiles in compliance with their many standards and laws. The more complex the technology, and the more our lives are dependent upon it, the more complex and voluminous must be the size and complexity of the legal infrastructure of laws, appliers, and enforcers needed to regulate its use. Society must pay that price, otherwise using that technology will cause a lot of damage, and often danger.
''Records management law" will have to be a major area of the practice of law because of: (1) the heavy dependence of laws and human activities upon electronic records; (2) records are the most frequently used kind of evidence in litigation and other legal proceedings; and (3) the complete dependence of electronic records upon the complex technology that is ERMS technology. The problems created by the inadequate legal infrastructure applicable to that technology can be solved by the innovations developed in this article. Further, the ''due diligence" required of the records management lawyer will greatly facilitate their efficacy.
V. GUIDELINES FOR ELECTRONIC DISCOVERY PROCEEDINGS
Such guidelines must emphasize the great differences between: (1) the laws and practices based upon an electronic record stored in an electronic storage device as part of an ERMS; and (2) those based upon a pre-electronic paper record in a file drawer. References to the electronic records provisions of a local Evidence Act should include an explanation of the ''system integrity concept," as defined in international or authoritative local standards such as Canada's National Standards of Canada for electronic records management.
31 They provide a definition based upon authoritatively established ERMS procedures, the application of which ensures the use of reliable records as evidence.
In Canada, the predominant text controlling electronic discovery proceedings is the first of the four Sedona Canada texts, 32 conceptual foundation because it ignores the interdependent relationships contained within the ''triangle of interdependent concepts," which constitute the conceptual foundation for the use of electronic records as evidence. It does not deal with: (1) the ''system integrity concept" of the admissibility of the electronic records provisions of the Evidence Acts; 35 (2) the ''prime directive," because it doesn't refer to the national standards; or (3) the necessary limitation that must be imposed upon the ''proportionality principle" not to allow the costs of curing bad records management to justify a claim of ''disproportionality" in answer to demands for further disclosure of records. Otherwise, it provides no protection against the list of records management and software defects set out in sections I and II above.
Because of the dependence of an electronic record upon its ERMS, the rule of admissibility in the Evidence Acts, based upon the phrase ''the integrity of the electronic records system," requires proof of the state of records management of the ERMS in which the records in question are stored. 36 Because that ''system McMullen is a banking records case, but s 29 CEA, a banking records provision, was also enacted before the presently used ERMS technology existed, i.e., the difference between: (1) records that are merely electronic impressions upon electronic storage devices, which in turn are merely one part of complex ERMSs of infinite variety and degrees of world-wide electronic connectivity and vulnerability; and (2) pieces of paper sitting in file drawers. The former is completely dependent upon its records system integrity concept" is not dealt with, that dependence is also not adequately dealt with. Therefore, there is no adequate recognition that the use of electronic records for any ''legal" purpose should make relevant issues as to the state of records management. Such issues were not relevant to the use of pre-electronic paper records. Good electronic records management is not just a ''helpmate" to adequate discovery and admissibility proceedings, it should be a conditionprecedent to the success of those proceedings. Sedona Canada is based upon the former, but the latter is required by the nature of electronic records and their ERMS technology and its consequences for the law. Because the Sedona Canada text contains no recognition of the serious defects frequently found in ERMSs, it shows no understanding of the need for an assessment of the quality of records management when determining the adequacy of the use of electronic records in discovery and admissibility of evidence proceedings. Without such assessment, one cannot say which demands are ''disproportionate" in regard to that system (Sedona Canada Principle 2), and which records are ''reasonably accessible" (Principle 5). A duty to inform early as to relevant deleted or residual data (Principle 6), depends on what practices and controls exist in regard to such data in the management of each records system. It shows no awareness that the alleged limits of a records system can be contrived to place relevant records, perceived to be damaging to one's interests, into another records system, perhaps making necessary further proceedings.
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If an ERMS has such defects, it is not possible to comply with a disclosure request as simple as ''produce all records on subject X" with complete certainty as to the accuracy, comprehensiveness, and knowledge of the time, cost, and disruption to be incurred by answering such a request. Therefore, one cannot defend oneself against disclosure and discovery demands that violate the ''proportionality test" that dominates the ''discovery of documents" in rules of civil procedure and in guidelines such as Sedona Canada. One has to know one's ERMS well, and have it operating well, to know what is disproportionate. Such defects will not be known if system documentation showing the state of an ERMS is not kept or demanded by an opponent. An ERMS should be regularly ''internally audited," and periodically independently ''externally audited," inter alia, for compliance with national or international standards. 38 for everything, but the latter is not affected by its records system in any way-not its existence, accessibility, or the integrity of its data. 37 The Sedona Canada Principles text (supra note 32) does contain a short section under the heading, ''Reasonable Records Management Policies" (Comment 11.e, p. 38), but it is limited to the faulty destruction and disappearance of records. 38 This process provides a thorough system analysis and comprehensive certification of compliance with the two National Standards of Canada, supra note 7 and accompanying text. Such ''certification of compliance" work has been done by experts in records management for many years, but a quicker and less expensive procedure is needed in order to use electronic records as evidence; see below.
There is also an ''auditing consequence" for defective records systems. If an accountant in testing the ''internal controls" of a records system finds that they are not reliable, 39 an audit cannot be conducted using statistically-based random sampling methodology to test the integrity of a series of records. A full substantive audit has to be done, which entails 100% verification. That would provide significant support for an argument that the records from that records system should not be relied upon. The records system lacks ''system integrity." Therefore, the ''system integrity test" has a strong similarity to auditing standards.
An ERMS having the above defects cannot comply with the ''prime directive" of Canada's national standards for electronic records management: ''An organization shall always be prepared to produce its records as evidence."
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Compliance with it is an indicator of the state of overall compliance with the national standards. When the ''prime directive" cannot be satisfied, a chief records officer cannot assert in good faith that a comprehensive, accurate, and precise search of its records holdings is possible for any legal proceedings. Therefore, an ERMS cannot comply with the ''system integrity test" by which the admissibility of electronic records is to be determined, nor provide adequate discovery and production of relevant records to opposing counsel. 41 Therefore clients, before they are parties, need to have their ERMSs ready for discovery demands for proof of compliance with the ''prime directive" of the national standards. Sedona Canada does not deal with these essential links.
An independent expert certification of ''national standards compliance," or a sworn statement to the same effect by a chief records officer, subject to examination, could eliminate such issues. Therefore, Sedona Canada should be amended to make records management that is compliant with the national standards mandatory. See section VIII below for the legal infrastructure needed to create a simple procedure for proving such compliance at discovery and at trial. 39 For the ''directives and procedures of finance and accounting," see this website of the University 41 There are more than 250 specific compliance requirements and tests that records management project teams can apply to determine the level of compliance of an ERMS with the national standards, supra note 7. The resulting report indicates the level of compliance found by each test, along with recommendations, and an assessment as to ''legal compliance" with legislated records and records management requirements. Such is one of the types of work justifying ''records management law" as an area of specialization. It also requires ERMS experts to work closely in conjunction with records management lawyers to maintain clients' continuous compliance with ''the prime directive" of the national standards, i.e., ''preventive law" and not only ''remedial law" services.
Because of its serious defects arising from its inadequate reference to and discussion of ERMS technology, Sedona Canada makes bad records management a good litigation strategy, and good records management a bad litigation strategy-particularly so because the ''proportionality" Principle 2 of Sedona Canada, disproportionate to the worth and importance of what is in dispute, ignores the fact that the ''disproportionate" time and cost difficulties claimed to be imposed by an opponent's demands for further production of records are in fact due to the claimant's own bad records management. Therefore the Sedona Canada text provides inadequate rules of procedure for electronic discovery proceedings, and their impact upon admissibility of evidence proceedings. Nonetheless, the case law entrenches it in support of legal procedures that create an unacceptably high probability of the use of inadequate records, their production, and their admissibility, and therefore of inadequate ''justice." 42 The above serious defects contained in the Sedona Canada Principles will be perpetuated by the second edition, a draft of which is available for comment. 43 In response to my article ''The Sedona Canada Principles are Very Inadequate on Records Management and for Electronic Discovery," 44 I received this comment: 45 We have noted your comments that the Principles are "very inadequate" on Records Management and for Electronic Discovery. However, the Principles are not intended to place significant focus on records management (RM) or the importance or desirability of appropriate RM practices so as to be properly prepared for litigation, or on issues related to the integrity of information systems under Evidence Acts, or on the substantive law related to the admissibility of electronic records into evidence. Those issues are all important, but are largely outside the scope of the Principles. The Principles are instead focused on the discovery process in whatever circumstances litigants find themselves in. The Principles take ESI as the parties find it when 42 Therefore representatives of the Sedona Canada drafting committee are members of the committee updating the national standards (supra note 7). Next, the records provisions of the Evidence Acts should be revised to complete the ''triangle of interdependent concepts," and the ''triangle of interdependent proceedings," (see the text accompanying notes 25 to 29, supra), which are necessary to create a law and practice whose adequacy is explicitly based upon ERMS technology, in place of the present law and practice that ignores it (see the case law in notes 21 and 33, supra This comment ignores the requirement in the electronic records provisions of the Evidence Acts that admissibility of electronic records requires proof of the ''integrity of the electronic records system in which the records are recorded or stored." To serve its purpose of reducing the time and cost of trials, discovery should require disclosure of information as to whether such requirement can be proved, that is, information as the state of records management. Proof of such ''integrity" requires proof of the state of compliance of the record system with an authoritative standard of records management. The most authoritative of such standards are those that the Standards Council of Canada has proclaimed to be National Standards of Canada.
In footnote 243 of the draft second edition of the Sedona Canada Principles, a number of standards for electronic records management are listed, including Canada's National Standards, which should be the only standards referred to; other standards are not of equal authority. Showing compliance with them may assist in achieving admissibility, whereas compliance with the national standards should definitely satisfy the ''proof of records system integrity" requirement of the admissibility rule in section 31.2(1)(a) of the Canada Evidence Act.
46 The electronic records provisions should be amended to make that clear. 47 The Appendix below provides suggested amendments for section 30 and the electronic records provisions of the Canada Evidence Act. . Footnote 243 shows a lack of understanding of Canada's national standards system, in particular the disciplining of the procedure used to obtain a proclamation by the Standards Council of Canada of draft standards to be National Standards of Canada. Footnote 243 also compounds this error by stating: ''These standards are not mandatory." In fact, it is not possible to prove the ''integrity" of an ERMS without applying such standards. To use the expert witness analogy set out above, footnote 243 amounts to saying that in presenting expert opinion evidence, it is not mandatory that the expert have adequate qualifications because such qualifications are not mandatory. Such review of the state of compliance of ERMSs with the national standards is necessary and should not be left to the trial. Such determination by way of an ''admissibility of evidence 46 CEA, supra note 2. 47 See the Appendix, below, as to how I would amend the electronic records provisions of the Canada Evidence Act, and as well render s 30 compatible with those amendments. The Evidence Acts of the provinces and territories should similarly be amended. The relevant provisions of Book 7 of the Civil Code of Quebec would not need to be amended. 48 CEA, supra note 2.
procedure" is much more time consuming than would be a mandatory requirement to produce such information at discovery.
Given the lack of knowledge of ERMS technology by lawyers, the quoted comment and footnote show that the drafters have not adequately accommodated the great difference between electronic records technology and pre-electronic paper records technology; the difference between an electronic record being like a drop of water completely dependent for its existence, accessibility, and integrity upon the pool of water that is its ERMS, and a preelectronic piece of paper in a file drawer. ERMS technology is very different and much more complex than pre-electronic paper records technology. Its improper use is very likely to produce inadequate evidence. The state of use of preelectronic paper records system technology cannot affect the existence, accessibility, and integrity of a paper record-paper records are not affected by the state of their file drawers nor by the state and use of all the file drawers in a paper records system, which is the reason why records system issues are absent from the pre-ERMS case law. They definitely should not be absent, as they are, from the ERMS case law concerning discovery and admissibility of electronic records. Therefore there is very likely to be an unacceptably high probability of judgments being based upon inadequate and faulty evidence if the use of ERMS technology to produce records as evidence is not adequately reviewed.
The means of detecting judgements that are unjust because of the inadequacies of the evidence upon which they are based are very poor, and therefore instances wherein they are detected are very infrequent and unusual. 49 Therefore, it is only adequate rules of prevention, applicable to discovery and admissibility proceedings, that can provide a sufficient opportunity to apply safeguards against inadequate records being used as evidence. Unfortunately, the second edition will not correct this serious inadequacy of the first edition.
Also, the second edition will not direct sufficient attention to: (1) the serious, common defects of records management and software listed in the first two sections of this article, and their considerable impact upon the difficultly of determining the adequacy of disclosure made in discovery proceedings; or (2) the fact that the admissibility of records is dependent upon proof of the ''integrity" of the records systems in which they are stored, which requires proof of the compliance of such records systems with the National Standards of Canada for electronic records management. Information in relation to such issues should be required in discovery proceedings so as to reduce the time taken by them at trial. If they were a required part of discovery proceedings, 50 they could often make summary judgment procedures available. 
VI. THE DIVISIONS OF WORK WITHIN THE NEW FIELD OF ''RECORDS MANAGEMENT LAW" FOR THE ''RECORDS MANAGEMENT LAWYER"
Because of the great dependence of laws and almost everything that we do upon electronic records, ''records management law" will become a major field of the practice of law. The efficacy of that heavy dependence should not be as seriously weakened as it is by the defects set out above in the first two sections. Therefore the ''records management lawyer" will have to become an established specialist. Lawyers and experts in ERMS technology should be working closely together: (1) to compensate for the present inadequacies of the law and practice concerning records; (2) to cope with legal proceedings, and avoiding them; (3) to compensate for the general lack of knowledge of ERMS technology by the legal profession, particularly so by in-house counsel; and (4) to provide good records management in both its records management and legal components. The following subsections will discuss the resulting divisions of work of the ''records management lawyer".
(a) Legal Opinions
Legal options as to the ability of electronic records management systems (ERMSs) to satisfy the electronic records demands as to:
(a) electronic discovery; (b) admissibility of electronic records as evidence; (c) electronic commerce laws; (d) privacy and access to information laws; (e) records requirements of the major tax laws; and (f) compliance with the national standards of Canada for electronic records management; (referred to as 72.34 and 72.11).
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Because ERMSs are catch-all reservoirs of electronic records, they reflect all significant changes within the organizations that use them. Such legal opinions would therefore be routinely provided at least once annually, and also in relation 50 Making the production of such information as to the state of compliance with the national standards mandatory at discovery proceedings would be greatly facilitated if the electronic records provisions of the Evidence Acts expressly stated that the admissibility of records could be obtained by proving such compliance of the ERMS in which the records are stored. 51 As to when summary judgment is appropriate, see: to every significant change to an ERMS. They would also accompany reports of experts in ERMS technology. Part of such reports would deal with compliance with standards such as the National Standards of Canada for electronic records management. Such legal opinions would also deal with special records requirements imposed by regulatory agencies or specialized legislation applicable to particular industries or professions.
(b) Aiding Clients to Develop Indexing Systems for all of their Records
This is the solution to the high cost of the ''review" stage of electronic discovery.
54 Database discipline and indexing should be applied to all significant records within a client's ERMS, and not just to the information recorded in its financial records. If fully used, a well-indexed ERMS can provide as much useful information for an organization as its financial records do. The ''records management law" specialist teaches clients indexing and the database discipline that it makes possible. Then, the accessing and ''reviewing" of clients' records for relevance and privilege could be done together as one operation by the litigation or records management lawyer, using the speed of electronic searching applied to the client's indexing system. Clients would not need to be involved. The reading of records for relevance and privilege would be greatly reduced. Similarly, when legal research is done by lawyers (or, more often, by their students), the accessing and reviewing of relevant materials is much reduced in time and cost because: (1) of the highly indexed, headnoted, abstracted, and summarized nature of legal materials; (2) the searching is done by experts in legal research-lawyers and their students; and (3) the searching is done with the speed provided by electronic searching. Thus the ''high cost of the review stage problem" would disappear if such benefits were brought to clients' ERMSs. Such would be part of the ''due diligence" work done by a lawyer specialized in records management law, or ensure that it was done, and to instruct the client as to the needed database preparation. Clients will do it if shown that it will help fulfill their goals.
The National Standard of Canada, Electronic Records as Documentary Evidence imposes the following indexing requirements, which would be part of 53 Working with experts in electronic records management, I have written such opinions.
They are part of the reports provided to institutional clients that have large ERMSs. All such reports should provide a certification of an ERMS as being in compliance with the national standards, supra note 7. Experts in records management have done such work for many years. One series of such reports that I worked on was the result of a provincial government's requests that some of the province's universities have their ERMSs so certified. 54 the ''quality control" and ''due diligence" functions of the records management lawyer: 55 6.5.1 General Indexing is a vital part of storing and retrieving information on an RMS [records management system] program. Indexing, which can be automated or manual, shall include the following functional requirements:
a) the specification of the indexing methodology and scheme used; b) type and structure of indexing used, including the primary index element as well as all additional levels of indexing; c) methods for performing quality control of indexing; d) procedures in place to amend inaccurate index data; e) where an index entry references deleted or expunged information, the index shall reflect the deleted or expunged status; and f) procedures for performing quality assurance of the indexing.
Index retention, rebuilding and recovery
Index data shall be kept for the retention period of the SRI [set of recorded information] to which it relates. The procedures for rebuilding an index, changing an index structure, and recovering a damaged or faulty index shall be authorized and documented, as well as all results of such events.
Thus, the same three features that facilitate legal research can be brought to clients' records management, their doing business, preparation for litigation, and eliminating the high cost of the ''review stage" of electronic discovery. Therefore, a ''proportionality" concept is not needed to limit the amount of legal research that one party inflicts upon an opposing party by way of raising many issues and bringing many applications before and during trial. Similarly, a client doesn't give its accountant thousands of records containing financial information and say, ''here, you make up the necessary financial records, and then do the audit." Instead, the client does the sorting of financial information into its financial records on a continuous, daily basis. Accessing, sorting, and reviewing records is far more cost-efficiently done by way of a ''front end" indexing of records than by a ''back end" reading of records.
Also, indexing is well justified because searching a database of texts (instead of its index, if there is one) is very inaccurate. Quoting from a recent article: 56 Indeed, we know that current e-discovery search methods are not sufficient to overcome the digital tsunami: the most common methods 55 72.34, supra note 7, contains these indexing requirements in section ''6.5 Indexing," at page 23. I expect the next edition of this standard, currently being drafted, will more explicitly state that all records within a records system should be indexed. currently used in e-discovery-keyword searching and linear review-are increasingly ineffective for the massive volumes of data that must be sifted through for each case. There have been a number of studies highlighting the limitations of existing search and retrieval techniques. In one study lawyers overestimated the effectiveness of their keyword-based search strategies by as much as 55%. Is the efficacy of ''predictive coding" and other ''technology assisted review" devices, used to reduce the cost of the ''review" stage of electronic discovery, undermined by their reliance on keyword searching strategies?
(c) Provide the ''Due Diligence" to Maximize the Efficacy of Electronic Discovery and Admissibility Proceedings
Currently, these proceedings do not provide any incentive for records management that is compliant with the national standards. The ''proportionality" principle and Sedona Canada apply to what the lawyers do in electronic discovery, but they do not apply to what the parties do in regard to the quality of their ERMSs. The parties have control of the records systems from which the records ''discovered" come, including the probability of serious defects in those systems. Potentially, they have more control over the adequacy and fairness of electronic discovery than do their lawyers.
It follows that there should be a ''duty of due diligence" that the lawyers for the parties perform so as to provide a legally recognized power of assurance that the records systems are capable of providing adequate and fair discovery. Such is analogous to similar ''due diligence" requirements of lawyers in other fields of law and practice. 58 The records management law specialist could provide that necessary ''due diligence." That could forestall an order for the examination of a party's ERMS by a third party expert, when such becomes the practice of the courts. Such examination would determine the state of compliance of that ERMS with authoritative standards of electronic records management. Either by way of effective due diligence or such court orders, such compliance must be made part of the laws of evidence, electronic discovery, admissibility, the proportionality principle, and of the Sedona Canada texts. Non-compliance should give rise to a rebuttable presumption of a lack of ''system integrity," and therefore of inadmissibility and inadequate discovery. That is the solution to the present problems of electronic discovery proceedings. If there were no ''confidentiality and privileged information" issues, opposing counsel could be allowed to search the opposing party's records system's indexed database. 59 That would confirm that adequate searching and production had been made by an opposing party, and that that party's records system was in compliance with the National Standards of Canada for electronic records management, or otherwise capable of providing adequate access to all relevant records. Such preparation for and monitoring of searches by opposing counsel would be part of the work of the records management lawyer. Criminal procedure would have to have a counterpart with which to cope with its version of the same problem. 60 Knowledge of all case law, including that concerning search and seizure, will be required.
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Such ''searching by opposing counsel" would be comparable to providing an adequate opportunity to cross-examine opposing witnesses. Electronic records and their records systems have to be challenged as to their ''integrity" and adequacy just as much as do witnesses. 62 Because the ''system integrity concept" is always operative in any legal proceedings concerning electronic records as evidence, such provisions should be added to the Evidence Acts of British Columbia, the Northwest Territories, and that of Newfoundland and Labrador.
Due to the frequency of issues concerning the protection of confidential information and privileged records, searching an opposing party's records system 60 In its decision on disclosure and discovery in criminal proceedings, R. CarswellOnt 17203 (S.C.C.), the Court held that a cellphone (mobile) could be searched on arrest without a warrant, with the result that text messages and photos found in the cellphone could be used as evidence. 62 In s 31.2(1)(a) of the Canada Evidence Act, the ''system integrity concept" is set out in these words: ''the best evidence rule in respect of an electronic document is satisfied (a) on proof of the integrity of the electronic documents system by or in which the electronic document was recorded or stored." And in s 34.1(5),(5.1) of the Ontario Evidence Act, in these words: ''(5) where the best evidence rule is applicable in respect of an electronic record, it is satisfied on proof of the integrity of the electronic record; (5.1) The integrity of an electronic record may be proved by evidence of the integrity of the electronic records system by or in which the data was recorded or stored."
will seldom be possible. Therefore, examination-on-discovery of opposing parties, including their affidavits, is the necessary substitute. Now, issues as to the state of ERMS management are ignored by lawyers, barred by judges, and therefore, with but very rare exception, absent from Canada's case law on electronic discovery.
(e) Working with Experts in ERMSs
The ''records management lawyer" will be required to perform contracts for the repair, alteration, and creation of ERMSs, and the providing of legal opinions as to client organizations' ability to comply with the records requirements of the six areas listed above on page 81. Now, such contracts are obtained by competitive bidding by independent groups of records management experts.
64 Therefore, they are providing ''legal information" where lawyers should be providing legal advice.
Instead, that ''bidding for contracts system" should be displaced by making such work part of law firms' continuing legal services to clients, i.e., a ''preventive law" service, instead of only ''remedial law" services concerning litigation and disputes. ERMS experts and records management lawyers should be working closely together. 65 Those organizations using the services of a records 63 Examples of such ''rare exception" case law that deals with such ERMS issues are discussed in notes 81 and 82 and accompanying text, infra. 64 Such offered contracts ''put out to tender" are listed on websites such as MERX, About Merx (website), online: <https:// www.merx.com>. It states: ''MERX is the most complete source of Canadian public tenders, Agencies, Crown & Private corporations, U.S. tenders and private-sector construction news available in Canada. MERX has leveled the playing field so that businesses of any size can have easy and affordable access to billions of dollars in contracting opportunities with the Government of Canada (GC), participating provincial and municipal governments, the U.S. Government, state and local governments, and the private sector. MERX presently offers its suppliers four services..." It then describes the services under these four headings: Canadian Public Tenders Service; Agencies, Crown & Private corporations Service; U.S. Tenders Service; and Private Construction Service. Such proffered contracts are generated by commonly used rules of organizations requiring any work or service costing more than $5,000 to be put out ''to tender." Therefore, such websites are closely watched by ERMS experts. (f) Assisting litigation counsel in dealing with electronic discovery problems, particularly its ''review" stage.
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The most helpful assistance a ''records management lawyer" could provide would be to assist or teach conducting the review stage by use of predictive coding technology. 67 As to the cost, rules of electronic discovery will be enacted with which to punish parties with ''sanctions" 68 for not maintaining their electronic records systems in compliance with Canada's National Standards for electronic records management 69 -to sanction when inadequate records management interferes with electronic discovery or otherwise damages parties' interests. 70 Such compliance greatly reduces the cost of, and increases the effectiveness and fairness of, doing anything that can be done with electronic records.
71 Therefore, by thus incorporating issues as to ''the quality of records management" into the law of electronic discovery, discovery is made more effective and is much better equipped to control its costs. 72 Due to the cost of such litigation, the ''electronic discovery lawyer" will evolve to become the ''records management lawyer," and a support service available to all lawyers, if litigation is not to be restricted to the rich.
(g) Providing Clients with ''Preventative Legal Services"
Providing clients with ''preventive legal services" instead of only remedial legal services, i.e., legal services that prepare the client for litigation before it happens, and for examinations of ERMS procedures by government officials and regulatory bodies. Of particular importance, because ERMSs are constantly changing yearly opinions should be provided as to compliance with the national standards for electronic records management, especially ''the prime directive"-''an organization shall always be prepared to produce its records as evidence". 73 The ''records management lawyer" must make clients sufficiently knowledgeable as to:
(1) the records management and legal requirements of the national standards; (2) all the laws and regulations that create records requirements, particularly the laws of evidence, electronic discovery, privacy, and access to information, electronic commerce, and taxation; (3) the legal consequences of electronic records management systems changing as their organizations and operations change; and, (4) the consequences of more laws based upon technology, and the fact that every electronic communication and service creates a record that is potentially evidence and relevant to some legal service.
(h) To Make Litigation Available to People of Average Incomes
The ''records management lawyer specialist" should be a support service available to all law firms. Now, the cost of the ''review" stage of electronic discovery proceedings puts litigation that involves large volumes of records beyond the means of the majority of the population (even if the use of 71 Electronic discovery is but one of several reasons for establishing an educational and licensing body for creating and regulating professional certifiers of compliance of records systems with established standards of electronic records management, particularly with the National Standards of Canada, supra note 7. 72 The high cost of electronic records discovery greatly aggravates the ''unaffordable legal services problem," making litigation and other legal services unaffordable for the majority of Canada's population. ''technology assisted review" software, such as incorporated within predictive coding devices, becomes routine). It is the best strategy for adequately reducing the cost of electronic discovery in particular, and litigation in general. Now, instead of the legal profession providing such legal services, the records management profession is providing general legal information, including information on the ''legal requirements" of the national standards for electronic records management, 74 and not involving lawyers in their work.
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Their clients don't realize that they should be using such legal services. Such is also true of their legal departments, as is shown by the absence of ERMS issues in almost all case law and guidelines concerning the use of electronic records as evidence, including the four Sedona Canada Principles texts.
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One of the reasons why the ''prime directive" of the national standards requires records systems to always be ready to provide their records as evidence is that the state of records management when records are created and stored, and continuously thereafter, is always determinative of their continued existence, accessibility, and integrity for electronic discovery proceedings and their ability to be admissible evidence. ''Records integrity" is not a requirement for merely a single point in time, but rather a continuous requirement up to the time records are to be used for any legal purpose. Therefore, bringing an ERMS into compliance with the national standards provides no information as to the 74 Supra note 7. Because the ''legal" requirements of 72.11 are out of date, such ''legal advice" by non-lawyers is very likely to be inadequate. However, 72.11 remains the industry standard for imaging (conversion of paper records to digital storage). Because many organizations still have large volumes of pre-electronically created paper records, imaging is a big industry. Therefore, one of the purposes of the electronic records provisions of the Evidence Acts is to give such digitized records the status of ''originals" (e.g., s 31.2(1)(a) of the Canada Evidence Act, and s 34.1 (5) Therefore it is the footnotes that contain all of the authorities and other references that lawyers would be looking for. Although the contracting institution's records manager would be reviewing the submitted bids, I assume that bids would be passed on to the institution's legal department. The legal profession should institute a project that informs such records managers and their legal departments that the ''legal information" of experts in records management does not fulfill the need for a legal opinion. 76 Supra note 32, and notes 79-81 and accompanying text, infra.
continued existence, accessibility, and integrity of its records before compliance was achieved.
VII. THE ''SYSTEM INTEGRITY CONCEPT"
Nonetheless, lawyers and judges on reading the above paragraphs might answer incredulously, ''the high cost of electronic discovery must be reduced; therefore the issues must be limited to the electronic records themselves, and only on significant evidence, to no more of the records system than particular devices that may contain them."
A law based upon a technology, however, cannot ignore the nature, weaknesses, and dangers of that technology and fulfill its purpose. Electronic technology and paper technology are different technologies. The former is not merely a sped-up and more conveniently used version of the latter. Electronic discovery cannot be made as simple and inexpensive as pre-electronic paper discovery because: (1) the integrity of an electronic record is dependent upon the integrity of its ERMS, but the integrity of a pre-electronic paper record is not affected by the state of its records management system; (2) electronic technology has made the making of records much more convenient, less expensive, and timeconsuming, and most often automated, therefore ERMSs quickly become voluminous; and, (3) every electronic communication creates a record. The current case law reduces costs by reducing the competence of the discovery proceedings by which records are produced and determined to be admissible or inadmissible.
The ''system integrity concept" states that the integrity of an electronic record is dependent upon the integrity of the ERMS in which it is stored-''records integrity" requires proof of records system integrity. 77 Therefore, regardless what the applicable Evidence Act and its case law state or don't state, whenever electronic records are used as evidence, it is an operative fact that an electronic record is dependent upon its ERMS for everything. The requirements of admissibility should make mandatory the producing of such corresponding information during electronic discovery proceedings, i.e., information as to the state of ''system integrity" of the ERMS in which the records produced have been ''recorded or stored."
A major purpose of electronic discovery proceedings being to ''discover" records that might be used as evidence, requests should be allowed to be made of an opposing party for information as to the level of ''integrity" and compliance of the ERMS in which the records being produced are recorded or stored with the national standards. That would make issues of records management relevant to electronic discovery. In fact, such issues are strongly avoided by restricting orders for production to specific records and their electronic devices, as distinguished from their records systems. Such practice has created a case law that ignores the technology that produces the records, and it contradicts the Evidence Acts' admissibility requirement for proof of ''the integrity of the electronic documents system by or in which the electronic document was recorded or stored." 78 The quality of electronic records management has these effects upon the cost and effectiveness of discovery proceedings:
(1) bad records management can prevent accessing all relevant electronic records in the form in which they were created (one's own creations) or stored (received records); (2) an unnecessary increase in the time and expense needed to bring an ERMS up to sufficient quality to ensure all relevant records are retrieved; and therefore, (3) the need to inquire into the state of an opponent's ERMS with questions such as: (a) ''Is your client's electronic records management system in compliance with the National Standards of Canada for electronic records management?"; 79 (b) ''When was the last time an expert in electronic records management certified your client's electronic records management system as being in compliance?"; and (c) ''What alterations have been made to your client's records management system during the time that the records in question have been recorded or stored?" Such questions are necessary because of: (1) the complete dependence of an electronic record upon its ERMS for everything that it is and can be used for; and (2) the information needed to be produced to have an adequate evidentiary law for records. A party may try to avoid the high cost of bringing an ERMS up to standard by claiming that the discovery demands made by an opponent are ''disproportionate" to what is in dispute. That assertion could be supported by a technical report from a records management expert, which no lawyer or judge at present has sufficient knowledge of ERMS technology to challenge. As a result, the party with bad records management will not have to make production of records that may be helpful to an opponent, but the party having good records management will easily make production of all records in its possession, including records that may hurt that party's position. Similarly, rulings of admissibility will have an unacceptably high probability of being wrong if made in the absence of evidence as to the state of ''system integrity."
Compare: if the evidence of an alleged expert witness is not tested by examination of the expert's qualifications, the damage caused by relying on that evidence will not be known. The same danger is present if the quality of records management is ignored. 80 The beginning of the kind of examination of an ERMS appropriate to electronic discovery proceedings is exemplified in Siemens Canada Ltd. v. Sapient Canada Inc.
81 An application was brought: (a) to impose a discovery plan on the parties, setting out inter alia the scope of documentary discovery and the custodians whose documents should be searched; (b) for a further and better affidavit of documents from the defendant; and (c) for timely production of documents not already produced by the defendant. In response, the defendant applied, in the event that the plaintiff was successful on its motion, for an order for further documentary production in regard to named executives of the plaintiff. The decision of the Court Master stated: [157] Sapient's cross-motion is Dismissed.
This decision shows why a procedure is necessary to end the time-consuming and expensive applications practice that plagues electronic discovery proceedings (see the next section).
A similar, albeit much more modest and simple example of the need for evidence as to the records system that produces the evidence in question is 80 For example, the decision in Zenex Enterprises Ltd. v. Pioneer Balloon Canada Ltd., supra note 21, in effect holds that the state of a party's ERMS is irrelevant to electronic discovery proceedings. Specifically, it holds that the parties are not to demand to know how searches for relevant records were conducted, nor can they investigate parts of an opposing party's ERMS, such as hard drives. This ignores the fact that the accessibility and storage of electronic records are essential parts of ERMS technology. Because an electronic record is but an electronic impression on an electronic storage device, it is dependent upon its ERMS for everything that it is and can be used for. Therefore, using an electronic record without inquiring into the state of records management of its ERMS is like using an expert witness without inquiring into the qualifications of that expert. And therefore, electronic discovery cannot produce fair and accurate results unless the quality of the parties' electronic records management is investigated, particularly so its compliance with the National Standards of Canada for electronic records management (supra note 7). provided by R. c. Soh. 82 The Court accepted the need to receive evidence on the issue of admissibility as to how the computer system that produced the ''electronic documents" worked. The evidence concerned printouts and screen photos of a saved Facebook conversation between the complainant and the accused the day after an alleged sexual assault. The complainant testified as to how she accessed her Facebook account and how the system worked. The evidence was admitted as electronic documents under the electronic document provisions of the Canada Evidence Act, sections 31.1-31.8. 83 The principles of ERMS technology set out in the National Standards of Canada 84 for electronic records management provide an authoritative basis and structure for such inquiries during electronic discovery and admissibility proceedings, but they have almost no presence in the case law. Using electronic records as evidence is an example of using a new technology without the regulatory framework that prevents that technology from causing injury, damage, and inadequate decisions from the courts. The reply ''but we have had no trouble before," makes necessary the rebuttal ''that is because you have never been adequately challenged before." Supposedly, if a lawyer were sued by a losing client for inadequate discovery or other form of investigation necessary for obtaining information as to the winning party's records system's ability to produce all relevant records, that lawyer would have a successful defence by proving that he did all that the law allows. 85 
VIII. THE NECESSARY LEGAL INFRASTRUCTURE FOR A FORMAL PROCEDURE FOR CERTIFYING COMPLIANCE WITH THE NATIONAL STANDARDS OF CANADA FOR ELECTRONIC RECORDS MANAGEMENT
The legal profession should be advising clients who have ERMSs that are not small to have them certified by experts in records management at least once per year, so as to be in compliance with Canada's National Standards for electronic records management. That should be a routine part of electronic records management, as should certification of compliance immediately after any significant change to an ERMS such as mergers and acquisitions making necessary the melding of two ERMSs into one or any reorganization or creation of an ERMS. Then, failure to produce such certification, or other evidence as to compliance, should raise a rebuttable presumption of inadequate production on discovery, and inadmissibility of electronic records as evidence. Proof of compliance could also be made by other evidence, such as that of a records manager. Whatever the chosen method, compliance with the national standards must always be proved. 86 By means of such certification, issues concerning compliance with the national standards could be dealt with quickly by a simple exchange of certificates of compliance. The onus of proof would thereby be placed upon the possessor of the ERMS, rather than upon an opponent to show that the other party's records management has caused inadequate production on discovery, and an inability to satisfy the requirements of admissibility. With a small exception, the case law stands against giving such access to an opposing party's ERMS or part thereof. 87 In comparison, we all have to have our motor vehicles checked for safety and polluting emissions. Large ERMSs produce an equally important and voluminous ''traffic." A proactive system of compliance is necessary. The present reactive system for complaints takes no account of the dangers and defects described above. Because parties who suspect that inadequate production of documents has occurred do not have access to an opponent's ERMS, a complaints method of enforcing adequate discovery is inadequate.
Two of the four records management components for such a certification process are already in place: (1) Canada has authoritative national standards for electronic records management, which are based upon well established international standards; 88 and (2) there is a well developed profession of 86 Supra note 7. 87 The case law may give access to a third party expert to look for particular documents or to check a hard-drive (hard drive), a computer, or a database, but not to check the state of overall electronic records management. It isn't asked for and the Sedona Canada Principles text doesn't deal with it; supra notes 32-34 and accompanying texts. Nor does the case law allow information as to how searches for records were done, even though searches may be inadequate due to bad records management. See for example Zenex Enterprises Ltd. v. Pioneer Balloon Canada Ltd., supra notes 21 and 80. 88 Supra note 7. experienced experts in ERMS technology. The other two can easily be put in place: (3) a procedure whereby the Canadian General Standards Board, being the sponsor of the national standards, can licence such experts individually as being competent to provide certifications of compliance with the national standards; and (4) a standard form of certificate, placed in the national standards, for certifying compliance with them. Such certification of compliance work has been done for many years by experts in electronic records management. And to induce such certifications to become a routine practice, a subsection would be added to the electronic records provisions of the Evidence Acts making proof of the compliance of an ERMS with the National Standards of electronic records management-proof of the ''integrity" of the ERMS, sufficient to achieve the admissibility of its records.
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For many years I have participated in such work with ERMS experts. Often it is only such certification of compliance that clients seek, particularly so when a regulatory agency or other official requires it, but only a small percentage of certifications are thus compelled, and in turn, voluntary certifications involve but a small percentage of the organizations that should obtain them. Such low levels of formal compliance are reinforced by the courts' avoidance of issues as to the state of ERMS management. It is a practice that should and would be reversed if the electronic records provisions of the Evidence Acts contained a rebuttable presumption of inadequacy of records for discovery and admissibility, in the absence of such certification of compliance. The ''evidence to the contrary" rebuttal allowed by such presumptions could be provided by the ''evidence of compliance" of the manager of the ERMS in question. However provided, proof of compliance with the national standards must be a necessary part of discovery, and a condition-precedent to admissibility. Or, the amendment could state that proof of the ''integrity" of an ERMS can be made by proving compliance with the national standards. See the Appendix for suggested amendments to sections 30 and 31.1-31.8 of the Canada Evidence Act.
As a result, records management law would be much speeded on its way to becoming a recognized and major field of the practice of law, as would be the necessary close association with the work of experts in ERMS technology. Only then would the law provide an adequate legal infrastructure regulating the consequences of the fact that an electronic record is completely dependent upon its ERMS for everything. A law that is so heavily based upon a technology cannot ignore the exact nature of that technology if it is to provide ''justice." The present application and practice of Canada's laws as to the discovery and admissibility of electronic records do not.
Therefore, if proof of compliance is to make electronic discovery and admissibility proceedings adequately respectful and inclusive of the ERMS technology upon which they are based, it needs the formalization, recognition, and authority of law. An example as to how that is to be achieved is provided by section 5 in Part 1, Division 1 of PIPEDA. 90 That ''Protection of Personal Information" Division makes mandatory compliance with the ''principles set out in the national standard of Canada entitled, Model Code for the Protection of Personal Information, CAN/CSA-Q830-96," in Schedule 1. A similar relationship in law should be expressly established between electronic discovery and admissibility proceedings, and the National Standards of Canada for electronic records management, i.e., the Evidence Act rebuttable presumption, or at least a subsection stating that proof of compliance is one of the ways of achieving the admissibility of electronic records as evidence (see the Appendix below). That alone would make information as to the state of compliance a necessary part of electronic discovery proceedings.
The development of such legal infrastructure is necessary given: (1) the dependence of every legal service upon electronic records; (2) electronic records are the most frequently used kind of evidence; and (3) other widely used areas of the law such as privacy and access to information, electronic commerce, taxation, and criminal law, are dependent upon electronic records. Technology needs legal infrastructure, and legal infrastructure needs lawyers. Therefore, lawyers must be cognisant of the technology underlying the laws in regard to which they provide legal services. The present practice concerning electronic discovery and admissibility of electronic records is not.
If the innovations suggested above are implemented, litigation will not be available only to ''rich" people and institutions. The purposes of these innovations are to: (1) enforce compliance with the national standards for electronic records management; (2) solve the high cost of the ''review" stage of electronic discovery proceedings; (3) create a law-based simple and affordable procedure by which proof of compliance with the national standards can be made in litigation proceedings; and (4) to establish the ''records management lawyer" as a specialist and make that a support service available to all other lawyers.
IX. THE NEED FOR A CERTIFIED SPECIALTY THAT IS ''RECORDS MANAGEMENT LAW"
In 2011, I applied to the Certified Specialist Board of the Law Society of Upper Canada (Ontario) to recognize ''records management law" as an area of specialized practice. My application was refused. A letter from the Board, dated October 3, 2012, states in part: ''the Board has determined that your proposal does not disclose a sufficient number of lawyers practising in this field, which is a prerequisite to the establishment of a new area of specialization. . . . The Board has suggested that Records Management Law may fit into a broader specialty area of Information Technology, which would capture an established practice area representing a larger number of practitioners." The necessary reply is: the designation of areas of the practice of law as specialties (areas of formally designated specialization) should be based upon public need, not the number of lawyers asking for such designation, without independent verification of public need. In other words, such licensing boards should be enabled to be proactive and not merely reactive. 91 However, I do think ''Information Technology" as an area of specialization is a good stepping stone to the necessary populating of ''records management law" with lawyers. In the interim, however, ''information technology law" will be perceived as a rather vague designation as to its scope. I suggest that it have the following three divisions: (a) privacy and access to information; (b) electronic commerce; and (c) records management law. But the ''records management lawyer," designated as a specialist, is needed now to give such specialty the necessary formalization, recognition, and authority of law, for the reasons set out herein.
In summary, the principle reasons for recognizing that ''records management law" will have to be a major area of the practice of law are:
1. Expertise to assist other major areas of the law (in addition to electronic discovery) that are dependent upon electronic records such as: admissibility proceedings concerning records adduced as evidence; privacy and access to information; electronic commerce; criminal law; and taxation.
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These other areas already have their certified specialist practitioners, which alone provides sufficient justification for recognizing ''records management law" as a specialized area of the practice of law. 2. Due to every electronic communication, electronic service, and formal activity producing an electronic record, all areas of the law are now dependent upon ERMS technology, and therefore all lawyers should be prepared to deal with ERMSs and electronic records technology, or be able to obtain expert assistance, and in regard to every legal service be able to cope with the greater number of records made available by that technology. 91 For example, the solution to the ''access to justice-unaffordable legal services problem" is to create specialized services for those parts of each type of legal service that lawyers find that they cannot do cost-efficiently and profitably. The higher degree of specialization and scaled-up volume of production beyond what exists in private practice will produce economies of scale that no law firm can match. Legal research is one such area, which is why most often it is given to law students to do. This ''cutting costs by cutting competence" strategy should be replaced by the support-services strategy that is based upon increasing competence by increased specialization and producing a much greater cost-saving by greatly scaled-up volumes of production. See for example Ken Chasse, ''The Technology of Centralized Legal Research Can Solve the Unaffordable Legal Services Problem" (2 August 2014), online: <http://papers.ssrn.com/sol3/ papers.cfm?abstract_id=2475350>. 92 A beginning to this specialized practice is the appointment of electronic discovery experts by larger law firms, supra note 66.
strategy that does not deny the nature and dangers of the technology upon which such proceedings are based; (4) a method for reducing the cost of the ''review" stage of electronic discovery proceedings, i.e., the indexing of all significant client records so that accessing and reviewing records for relevance and privilege can be done as one operation, and done with the speed of electronic searching; (5) increasing the ability of the law to render accurate and just results by use of the ''triangle of interdependent concepts" for the use of electronic records as evidence. 95 Its purpose is to maximize the efficacy of the ''triangle of interdependent proceedings." 96 (6) revising the records provisions of the Evidence Acts in Canada in support of these innovations by adding a ''rebuttable presumption of inadequacy," so as to enforce proof of compliance with the National Standards of Canada for electronic records management; (7) the creation of the ''records management lawyer" specialist, necessary for implementing the field of ''records management law" as a means of controlling the costs of litigation; (8) amending sections 30 and 31.1-31.8 of the Canada Evidence Act, as suggested in the Appendix below, to facilitate these innovations. These innovations are necessary: (1) to give electronic records and their ERMS technology an adequate legal infrastructure for litigation and other legal services; and (2) to make litigation that is dependent upon the use of records available at reasonable cost. (a) the admissibility of an electronic record that contains information in respect of that matter is established on proof of the requirements of s. 31.2; (b) the admissibility of a record that is not an electronic record that contains information in respect of that matter is established by proving that neither the source of the information that it contains nor the method or circumstances of its preparation indicate a lack of trustworthiness.
7. Restrict section 30(6) to non-electronic records, and to issues concerning ''weight" (probative value). 8. Remove the words, ''made in the usual and ordinary course of business" from subsection 30(2) so that it begins: ''Where a record does not contain information in respect of a matter . . . ." 9. Where necessary, the definition provisions would have to be changed accordingly.
